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Motivation Experimental Setup for DC-DC Converter
Despite advancement in design verification and validation e

techniques, safety recalls of power electronics based CPS are w | oo e dsprce D110
frequent, e.g., recall of Toyota Prius cars due to error in MATLAR Software

interaction between its cyber component (software controller)

and physical component (DC-DC power converter).
Selected Case Studies

* DC-DC Power Converter

e DC Microgrid (Future Work)
Approach

e Develop ODEs for each CPS & model non-determinism

e Construct hybrid automaton model , I g Experimental

 Implement in Stateflow and SpaceEX -

e Formally verify that the model does not violate a given
stability specification
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Experimental and Analysis Results
a. Open-loop DC-DC Converter

e Use reachability analysis for formal verification | praterow 50| 50} T S S
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b. Closed-loop DC-DC Converter with T
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Modeling Non-determinism Using Interval Matrices Tme () Sec . Tme@Se - o A "
° FOF System Of n va riables, lth State |S expressed as (a) Currentvs. time (b) Voltage vs. time (c) Voltage vs. current
X = @iy + Qpxg + o axg + o+ Qi c. Closed-loop DC-DC Converter without T
e To model non-determinism, the intervals are used 20 ‘ ? 1 Statefiow
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Xi € Aj1x1 +1ip + Qppxy + 1+ +a;jxp + 1 QX T T % 0o s 10 15 NG5 A; —
. . L I,
*Where the radius, 1;; is (@) tartup (b) Steadly State
r;;j = |-rad(a;;), rad(a;)]x; Future Work for DCPS — DC Microgrid
o Inva ria ntS are Physical System Layer Cyber System Layer
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Formal Specifications for DC-DC Converters Rectler 1 1™ | Agent 1 Load 1 5
L Lyapunov stability: x = f(x(t)) is stable if Ve > 0 3 > 0 such that if |/l /| oc Bus 2
lx(O)]l =B = llx(®)|| <evt =0 Recierz|—| 22 I -
*We define a bounded region and verify that the output eventually g
_ DC DC-DC 3 = DC-DC DC-DC
reaches and always remains there source1 || Agent3 S |Agenta ) [Agent3
For startup time t,, the output voltage V,,;(t) should remain bounded .-

] ] DC DC-DC Load 4 ° Cooperative DC-DC
within a tolerance y of the reference voltage V,..r (t):fort=>t, = Source2 [ | Agent4 o g Control Agent
Vout (t) = Vref (t) Ty — s = e % .

*For open-loop: v-(t) € [41,55] in steady state Source 3 || Agent 5 Load® S Control

*For closed-loop: v.(t) € [9,15]ast =
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