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In the aftermath of the Spectre and Meltdown 
vulnerabilities, security has become a greater focus area 
for validation.

Formal verification of arithmetic data-paths has been a focus 
area at Intel ever since the Pentium® FDIV bug in 1994.

The primary vehicle for FV in the execution cluster (EXE) on 
an Intel Core processor is symbolic simulation.

A novel usage of symbolic simulation led to discoveries of 
previously unknown potential data leakages in the EXE 
cluster.

Intel provides these materials as-is, with no express or implied warranties. Intel processors might contain design defects or errors known as errata, which might cause 

the product to deviate from published specifications. No product or component can be absolutely secure. Intel, Intel Core, Intel Atom, Pentium and Intel logo are 

trademarks of Intel Corporation. Other names and brands might be claimed as the property of others. © Intel Corporation
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Verification and security challenges
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No prior knowledge of where security vulnerabilities are hiding.
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All clocks toggling all the time → data flows freely



11

Clocks shut down → data can get stuck
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Many micro-operations do not have a fully defined expected 
result.

e.g., divide by zero, writing only flags

The challenge: how do you define a verification goal and catch 
a problem without a specification?

The risk: the cluster output is not checked in these cases. We 
do not know what kind of data is exposed on the cluster 
interface when these operations are issued.
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STE: Symbolic Trajectory Evaluation in a nutshell
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Traditional simulation:
Inject random values and compare result to reference model.

2n simulations to cover an n-bit wide logic.



16

Symbolic simulation:
Inject symbols and compare result to reference model.

1 simulation to cover all inputs.
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What are symbolic expressions?
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In ‘real’ life
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Every variable has a name
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The challenge: how do you define a verification goal and catch 
a failure without a specification?

Our solution: the dependency list tells us what propagated to 
the output, without having to know the specification!
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Process of Detection by Symbolic Simulation
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Identify micro-operations (uops) that do not have a fully-
defined write-back result.

Run symbolic simulation, sample the write-back, and extract 
the list of dependencies.

Remember: no need for specification to get the dependency list!

Identify expected vs. suspicious variables in dependency list.
Each variable has a name – easy to filter automatically.

Debug – where did the suspicious variable come from?
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Focus: write-back data interface buses of ~2000 micro-
operations, for which these buses are relevant.

89.4% of these were completely specified and 10.6% of had a 
fully or partially undefined write-back result.

Symbolic dependency analysis found that only 2.2% failed the 
symbolic dependency check.
→8.4% of micro-operations are undefined, but proven to have only 
expected data.

In 6-8 weeks, several potential data leakage mechanisms were 
detected, all previously unknown.
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Cluster level coverage, 6-8 weeks of work

Found that 97.8% of micro-operation pose no risk, including 
8.4% that were not fully defined.

Failures were mapped to several potential data leakage 
mechanisms, all previously unknown.
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