Jonas Haglund, Roberto Guanciale

KTH Royal Institute of Technology,
Stockholm, Sweden

FMCAD, 19 October 2022



i

CERTIKOS







CPU

Direct
Memory
Access
(DMA)










Memory

DMA Controller
(DMAC)

CPU/Driver
L —




CPU/Driver




>20 DMACSs studied

DMAC




CPU

BD3l~{BD2}~{BD1 DMAC

l l\ -
Buffer3 Bufferl Buffer descriptor

Y
Buffer2




= \
BT3<—BD2<—BT1 DQIE/IOAC

Buffer3 Bufferl

Y
Buffer2
R —




CPU

BD3j«|BD2|«BD1p——> DQIE/IOAC

|

Buffer3 Bufferl

Y
Buffer2
I ——




Readable?

/ DMAC

BD3<—BD2<—BD1€@ —>

N

Buffer3 Bufferl

CPU

Y
Buffer2




CPU

BD3<+BD2[«+BD1

Buffer3 Bufferl /

Y
Buffer2




CPU
BD3<BD2BD1 DQIE/IQAC
Buffer3 Bufferl

v
Buffer2] %% Readable? Writable?




CPU
DMAC
BD3<RD2=«1BD]1
l <_lBufferlE—f/\' @
Buffer3|
Buffer2




CPU
DMAC
BD3 D2'«2BD1
l al ..01... E—f/\' @
Buffer3
Buffer2




CPU
BT3 o ngi DMAC

Buffer3
Readable? ertable? —» Buffer2 #ﬁ




CPU
BIlD3<— BD2<+BD]'[——— DQIYI.AC
Buffer3|
Buffer2




CPU i\
DMAC

BTB*BDZ*BDl’ o

Buffer3

Y
Buffer2




read(as, bs) write(as, bs)
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* s: DMAC specific state
* b: Memory requests/replies

* c. channel of BDs: c.p, c.w
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DMAC specific Completion flag
p'({l, rp, bd) =(s,, rq, T) c.p = bd::bds

(s;,b+rp,c) »(s,, b+rq,c={p:=bds, w:=c.w++ bd})
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(s, b + rri(as), c) ~(s, b + rpdbs), ¢)
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read(as, bs)

(cpu, dmac, mem) » (cpu', dmac', mem’) = as € R

write(as, bs)

(cpu, dmac, mem) ~(cpu’, dmac’, mem') = as <€ W

DMAC Proof Obligations
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Verification .
Time 9 months 2 month
LoC 55000 2000




* Driver modifies BD gueues by only:
- appending BDs

cPu —»  [BDJ]BD,JBD)] cPU —»BD,[BD.[ED,[BD]




* Driver modifies BD gueues by only:
- appending BDs
- appending BDs that address R and W

R [[W
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* Driver modifies BD gueues by only:
- appending BDs
- appending BDs that address R and W
- appending BDs not overlapping each other or buffers

¥V BD
S §D3|BD2|BD1|

cPu —»  [BDJ]BD,JBD)] CPU




* Driver modifies BD queues by only...
e ..., then the DMAC is isolated




Thank you!

Questions?
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