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utline

0 Inductive invariants vs inductive transition invariants
© TPA - Transition Power Abstration
© sprLiT-TPA

@ Experiments
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Proof of safety - inductive invariant

Init(z) = Inv(x)
Inv(z) A Tr(z,z’) = Inv(z)

Inv(x) A Bad(z) = false

safe inductive invariant
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Proof of safety - inductive invariant

r=0ANy=0 = Inv(z,y) x = 0;
y = 0;
*
Inv(z,y) Ay =y +1 ::Jhlle( )
ANe'=zx+y = Inv(2',y) Sy
y =y + 1

Inv(z,y) Nex <0 = false }

) o _ assert(x >= 0);
safe inductive invariant

Inv(z,y)=x>0Ay >0
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Proof of safety - inductive invariant

x = 0;
y = 0;
while (*)
{
X = X Vs
y =y + 1

assert(x >= 0);

(T, y) =2 >0Ay N
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Proof of safety - inductive transition invariant

Id(z,2') = TInv(x,2))
TInv(z,2') A Tr(z',2") = TInv(x,2")

Init(z) A Tlnv(x, o)
A Bad(z') = false

safe inductive transition invariant
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Proof of safety - inductive transition invariant

¥=xNy =y = Thw(x,y,2',v) x = 0;
y = 03
hile (*
TInv(z,y,2',y) YE ile (*)
/\y/:y—i—l X = x + y;
AN =z+y = Thw(x,y,2",y") y =y + 1;
}
TInv(x,y,2',y) assert(x >= 0);

ANrx=0Ay=0
ANz’ <0 = false

safe inductive transition invariant
Thw(z,y, 2,y )=y >yAN (@ >zVva >x+yVy#0)
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TPA - Transition Power Abstration



Transition Power Abstraction

Transition Power Abstraction (TPA) sequence
TPASY TPAS! ... TPAS", ...

TPAS"(z, 2')
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Transition Power Abstraction

Transition Power Abstraction (TPA) sequence
TPASY TPAS! ... TPAS", ...

TPAS"(z, 2')

@ overapproximates reachability up to 2" steps of Tr
o Tr' C TPAS" for 0 <4 < 2"
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Transition Power Abstraction

Transition Power Abstraction (TPA) sequence
TPASY TPAS! ... TPAS", ...
TPAS"(z, 2')

@ overapproximates reachability up to 2" steps of Tr
o Tr' C TPAS" for 0 <4 < 2"

e quantifier-free (only 2 copies of state variables)
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Transition Power Abstraction

Transition Power Abstraction (TPA) sequence
TPASC, TPAS! ... TPAS",...

TPAS"(z, 2')

@ overapproximates reachability up to 2" steps of Tr
o Tr' C TPAS" for 0 <4 < 2"

e quantifier-free (only 2 copies of state variables)

@ Construction and refinement of the sequence intertwined with
bounded reachability checks
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TPA main algorithm

Global: TPASC, TPAS!, ... lazy-initialized to true

CheckSafety(Init, Tr, Bad)
TPAS = Id v Tr
n=20
while true
if IsReachable (Init, Bad,n)
return UNSAFE
n=n+1

D O W N
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TPA main algorithm

Global: TPASC, TPAS!, ... lazy-initialized to true

CheckSafety(Init, Tr, Bad)
TPA=® = Id Vv Tr
n =20

while true %up to 2" steps of Tr]
if IsReachable (Init, Bad,n)

return UNSAFE
n=n-+1

D O W N
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TPA IsReachable procedure

IsReachable(Source, Target,n)

[Is Target reachable from Source in <27t! steps}
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TPA IsReachable procedure

IsReachable(Source, Target,n)
1: res = Sat?[Source(zx) N TPAS™(x,2') A TPAS™ (', 2"") A Target(z")]

[Abstract path exists?]
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TPA IsReachable procedure

IsReachable(Source, Target,n)

1: res = Sat?[Source(zx) N TPAS™(x,2') A TPAS™ (', 2"") A Target(z")]
2: if res==UNSAT

3 I = Itp(TPAS"(x,2') A TPAS"(2', "), Source(x) A Target(x"))
a: TPAS"1 = TPAS"tI AT

3 return false
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TPA IsReachable procedure

IsReachable(Source, Target,n)
1: res = Sat?[Source(zx) N TPAS™(x,2') A TPAS™ (', 2"") A Target(z")]

6: else // res == SAT

7: if n ==

8: return true

9: Intermediate = ExtractIntermediate ()

10: if not IsReachable(Source, Intermediate,n—1)
11: goto 1

12: if not IsReachable(Intermediate, Target,n—1)
13: goto 1

14: return true

Blicha et al. (USI+FSU-+UK) SPLIT-TPA for Unbounded Safety Oct 21, '22



TPA IsReachable procedure

IsReachable(Source, Target,n)

1: res = Sat?[Source(zx) N TPAS™(x,2') A TPAS™ (', 2"") A Target(z")]
2: if res==UNSAT

S I = Itp(TPAS"(x,2') A TPAS"(2', "), Source(x) A Target(x"))
a: TPAS"1 = TPAS"tI AT

b: return false

6: else // res == SAT

7: if n ==

8: return true

9: Intermediate = ExtractIntermediate ()

10: if not IsReachable(Source, Intermediate,n—1)

11: goto 1

12: if not IsReachable(Intermediate, Target,n—1)

13: goto 1

14: return true
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TPA - Proving safety

@ TPAS" proof of bounded safety
o After IsReachable(Init, Bad,n) returns FALSE
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TPA - Proving safety

@ TPAS" proof of bounded safety
o After IsReachable(Init, Bad,n) returns FALSE

@ Check for proof of unbounded safety
e similar to IC3, McMillan's IMC
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TPA - Proving safety

@ TPAS" proof of bounded safety
o After IsReachable(Init, Bad,n) returns FALSE

@ Check for proof of unbounded safety
e similar to IC3, McMillan's IMC

e Safe inductive transition invariant
Id(z,2') = TPAS"(x,2))
TPAS™(z,2') A Tr(2',2") = TPAS"(z,z")

Init(z) A TPAS"(z,2') A Bad(z') = false
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TPA - Proving safety

@ TPAS" proof of bounded safety
o After IsReachable(Init, Bad,n) returns FALSE

@ Check for proof of unbounded safety
e similar to IC3, McMillan's IMC

@ Safe inductive transition invariant
Id(z,2") = TPASn(:U,xl)\/
TPAS™(z,2') A Tr(2',2") = TPAS"(z,z")

Init(z) A TPAS"(z,2') A Bad(z') = false
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TPA - Proving safety

@ TPAS" proof of bounded safety
o After IsReachable(Init, Bad,n) returns FALSE

@ Check for proof of unbounded safety
e similar to IC3, McMillan's IMC

@ Safe inductive transition invariant
Id(z,2") = TPASn(:U,xl)\/
TPAS™(z,2') A Tr(2',2") = TPAS"(z,z")

Init(z) A TPAS™(z,2") A Bad(z') = false\/
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TPA - Proving safety

@ TPAS" proof of bounded safety
o After IsReachable(Init, Bad,n) returns FALSE

@ Check for proof of unbounded safety
e similar to IC3, McMillan's IMC

@ Safe inductive transition invariant
Id(z,2") = TPASn(:U,xl)\/
TPAS™(z,2') A Tr(z', 2") = TPAS"(x,2")7

Init(z) A TPAS™(z,2") A Bad(z') = false\/
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TPA - Proving safety

@ TPAS" proof of bounded safety
o After IsReachable(Init, Bad,n) returns FALSE

@ Check for proof of unbounded safety
e similar to IC3, McMillan's IMC

@ Safe inductive transition invariant
Id(z,2") = TPASn(ib‘,m/)\/

TPAS™(z,2') A Tr(a:/[\x”) — TPAS"(z,2")?

Init(x) A TDA<n/m SWANNEN 53 BWAN £.1 ./
SMT query

Always just 3 copies of state variables

Oct 21, '22
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Splitting the TPA sequence

@ Problem with TPA: Does not find many inductive transition invariants
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Splitting the TPA sequence

@ Problem with TPA: Does not find many inductive transition invariants

@ Our solution: Split the TPA sequence!

TPA<™
TPA"
%{ exactly 2™ steps]
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Splitting the TPA sequence

@ Problem with TPA: Does not find many inductive transition invariants

@ Our solution: Split the TPA sequence!

TPA<™
TPA"
%{ exactly 2™ steps]

@ Motivations for splitting
e Stronger proof rule: k-induction
e More sources of candidates for transition invariant
o Symmetries in TPAS abstractions
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Main algorithm of spLIT-TPA

Global: TPA<C, TPA<!, ... lazy-initialized to true
TPA=, TPA=!, ... lazy-initialized to true

CheckSafety(Init, Tr, Bad)

1: TPA<" = Id; TPA=" = Tr

2: n=20

3: while true

4 if IsReachableLt (Init, Bad,n)

or IsReachableEq ([Init, Bad,n)
return UNSAFE

if HasInvariant(n) return SAFE

n=n+1

o O
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Bounded reachability checks in sPLIT-TPA

TPAS and IsReachable

RO=1duU Tr
R<n+1 R<n RSn

{RS" — up to 2" steps of Tr]

Blicha et al. (USI+FSU-+UK) SPLIT-TPA for Unbounded Safety Oct 21, '22



Bounded reachability checks in sPLIT-TPA

TPAS and IsReachable

R =1dU Tr
R<n+1 R<n o R<n

N

TPA~ and IsReachableEq TPA< and IsReachableLt
R=0=1Tr R0 =1d
R=n+1 = R=" o R=N R<n+1 R<n U R=" R<n

Blicha et al. (USI+FSU-+UK) SPLIT-TPA for Unbounded Safety



Discovering safe transition invariants in SPLIT-TPA

Id(z,x") = TInv(z, ")
Thnv(z,2") A Tr(z',z") = TInv(z,2")
Init(z) A TInv(z,2") A Bad(z') = false

Tr'(z,2') = TInv(r,2') for0<i<k
k
/\[Tl’/lﬁ[)(;lf(()),./I'f(i>) A Tr(z®, 20D = Tl (20, 1)
=1

Init(z) A TlInv(z,2") A Bad(z") = false
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Discovering safe transition invariants in SPLIT-TPA

Tri(z,2") = TPA " (x,2/) for0<i<k

k
/\[TPA<”(;I;<“),;1;“)) A Tr(a®, z0HD)] = 7PA<" (2(0) L (kD)
i=1

Init(z) A TPA" (2, 2") A Bad(z') = false
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Discovering safe transition invariants in SPLIT-TPA

Tri(w,a') —s TPA< (2 2/) for0<z<k\/{

k
/\[TP4<I1( ( )/\ T’I“( () (z+1))] — TP4<H< (()) (A+l)
=1

Init(z) A TPA" (2, 2") A Bad(z') = false\/

/

[After IsReachablelt (Init, Bad,n) returns FALSE]
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Discovering safe transition invariants in SPLIT-TPA

Tri(z,2') = TPA " (x,2') for0<i< k\/

k
/\[TPA<”’(:IT((J),.’L’(i')) A Tr(z®, 20D —= TPA=" (20 2+ 1) ?
=1

Init(z) A TPA" (2, 2") A Bad(z') = false\/

 Check for k=27 7|
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Discovering safe transition invariants in SPLIT-TPA

if
TPA<"™ o TPA™™ C TPA<"™ for some 0 < m <n
then

TPA<" is 2™-inductive transition invariant
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Discovering safe transition invariants in SPLIT-TPA

o Use TPA=" U TPA=" o TPA™" as the candidate relation instead of
TPA<"
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Discovering safe transition invariants in SPLIT-TPA

o Use TPA=" U TPA=" o TPA™" as the candidate relation instead of
TPA<"

@ First and third conditions satisfied at some point
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Discovering safe transition invariants in SPLIT-TPA

o Use TPA=" U TPA=" o TPA™" as the candidate relation instead of
TPA<"

@ First and third conditions satisfied at some point
o If TPA=" o TPA™" C TPA™"
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Discovering safe transition invariants in SPLIT-TPA

Use TPA<"1J TPA<" o TPA™" as the candidate relation instead of
TPA<"

First and third conditions satisfied at some point
If TPA=" o TPA=" C TPA="
Then TPA~" U TPA~" o TPA™" is 2"-inductive transition invariant
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@ sSPLIT-TPA implemented in Horn solver GOLEM

@ 54 benchmarks representing challenging multi-phase loops (from
CHC-COMP)

@ safe and unsafe version
@ timeout 5 minutes
@ Artifact: https://doi.org/10.5281/zenodo.6988735
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https://doi.org/10.5281/zenodo.6988735

Benchmark suite |spLiT-TPA| TPA |Z3SPACER|GSPACER|ELDARICA
multi-phase unsafe] 37 (3) |35 (2)] 20 (0) 17 (0) 17 (0)
multi-phase safe 19 (7) |12 (0)] 6 (0) 24 (3) 26 (4)

Solved (unique) instances.
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@ Variants

Tradeoff in checking candidate invariants

On-the-fly checks for invariants

Forward vs backward search during refinement

R<"Hl = R<" UR<" o R™" vs R<"t! = R<"U R™" o R<"
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o Variants

o Tradeoff in checking candidate invariants

o On-the-fly checks for invariants

o Forward vs backward search during refinement

o Rl = R<MUR<"o R=" vs R<"*1 = R<"U R=" o R<"
@ Extension to general CHCs
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@ Variants

o Tradeoff in checking candidate invariants

o On-the-fly checks for invariants

o Forward vs backward search during refinement

o Rl = R<MUR<"o R=" vs R<"*1 = R<"U R=" o R<"
@ Extension to general CHCs

e Modular verification

Blicha et al. (USI+FSU-+UK) SPLIT-TPA for Unbounded Safety
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Conclusion

e SPLIT-TPA: model checking of safety properties
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https://github.com/usi-verification-and-security/golem

Conclusion

e SPLIT-TPA: model checking of safety properties

e Transition power abstraction sequences

o Detection of deep counterexamples
o Safe transition invariants
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https://github.com/usi-verification-and-security/golem

Conclusion

e SPLIT-TPA: model checking of safety properties

e Transition power abstraction sequences

o Detection of deep counterexamples
o Safe transition invariants

e Imlemented in Horn solver GorLEM
https://github.com/usi-verification-and-security/golem
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https://github.com/usi-verification-and-security/golem

Thank you!

Questions?
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Strengthening proof rule

@ Problem with TPA: Does not find many inductive transition invariants
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Strengthening proof rule

@ Problem with TPA: Does not find many inductive transition invariants
@ |dea: Replace induction with /-induction [SSS00, JD16]
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Strengthening proof rule

@ Problem with TPA: Does not find many inductive transition invariants
@ |dea: Replace induction with /-induction [SSS00, JD16]

Id(z,z") = TInv(z,2")
Tinv(z,2") A Tr(z’,z") = TInv(z,2")
Init(z) A TInv(z,2") A Bad(z') = false

Tri(z,2") = TInv(r,2') for0<i<k
k
/\[T[’II’U(:L‘U)),;’L’(O) A Tr(z®, 20t = TInw (20, 1)
=1
Init(z) A TInv(z,2') A Bad(z') = false
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k-induction in TPA

Tri(z,z') = TPA="(x,2') for0<i<k

k
/\[TPA<”(:I:(0),:1:("')) A Tr(z®, 20D —= TPA=" (20 2+ 1)
=1

Init(z) A TPA="(z,2") A Bad(2') = false
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k-induction in TPA

Tri(e,a’) —s TPA= (2. 2/) for0<z<k\/{

k

/\[TP4<”( ( )/\ T’I“( () (z+1))] — TP4<H< (()) (/s+l)
=1

Init(z) A TPA="(x,2') A Bad(z') = false\/

[After IsReachable(Init, Bad,n) returns FALSE]
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k-induction in TPA

Tri(z,2') = TPA="(x,2') for0<i< k\/
k

/\[TPA<”’(:IT((J),.’L’(i')) A Tr(z®, 20D —= TPA=" (20 2+ 1) ?
=1

Init(z) A TPA="(x,2') A Bad(z') = false\/

 Check for k=27 7|

Blicha et al. (USI+FSU-+UK) SPLIT-TPA for Unbounded Safety Oct 21, '22



Splitting the TPA sequence

/\?ZI[TPAS”(I(“).:z;m) A Tr(x(i),x(iﬂ))] — TPAS"(2(0) 2(2"+1)

@ Stronger condition easier to check
o TPA="o Tr¥" C TPA="
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Splitting the TPA sequence

/\?ZI[TPAS”(I(“).:z;m) A Tr(x(i),x(iﬂ))] — TPAS"(2(0) 2(2"+1)

@ Stronger condition easier to check
o TPA="o Tr¥" C TPA="
e Over-approximation of Tr?" required

e TPA="is too coarse: we need TPA="
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