Automatic Repair of Network Configurations
using a Modular Verifier and Symbolic Templates

Dexin Zhangl0009—0005-9009-9503] ' David Walker[0000—0003—-3681-149X] 5
Aarti Guptal0000—0001—6676—9400]

Princeton University, Princeton, NJ 08544, USA

Abstract. Verification of network control planes answers whether cer-
tain properties (such as reachability or fault tolerance) hold for the given
network control configurations or not, giving formal guarantees when the
verification succeeds. However, when verification fails, the task to repair
the network configuration is often left to the user. Although networks in
practice utilize a large set of configurations, if there is a small mistake,
repair may require making changes in a relatively small fragment. The
main challenge in such cases is to localize the error to a small fragment,
and decide the repair action to fix the problem.

We present an algorithm to automatically repair the network configu-
ration after an error is reported by CB-VER, an existing modular net-
work control plane verifier. Here, CB-VER identifies the local component
router that is incorrect, and provides feedback in the form of a counterex-
ample to a verification condition that must be valid, but is violated. Our
repair algorithm first constructs a symbolic repair template that captures
a large set of syntactic mutations of the erroneous configuration. It then
uses a Satisfiability Modulo Theories (SMT) solver to find a repair candi-
date that is guaranteed to be correct, using a counterexample-guided loop
to avoid quantifier alternation during the synthesis procedure. Further-
more, thanks to optimizing SMT solvers, our algorithm can also minimize
the cost of repair, with respect to a user-provided cost model. We have
implemented a prototype and our experiments show that it can find cor-
rect repair actions in seconds for multiple errors injected in practical
configurations of fattree networks (used in data centers) and for Inter-
net2, a wide-area network with more than 100K lines of configuration.

1 Introduction

Networks use distributed routing protocols (e.g., the Border Gateway Protocol,
BGP) and vendor-specific configurations on the routers to configure the proto-
cols that make routing decisions in the network control plane. Errors in these
network configurations can cause costly outages [40, 1]. This has motivated sev-
eral research efforts in network control plane verification in the last decade or
so [27,39,10,25, 4,31, 43,11, 32,38, 36, 6, 45]. Typically, network verifiers report
whether a network is correct or incorrect, leaving the task of repairing the con-
figuration to the user. However, networks in practice maintain a large set of
configurations. For example, a wide-area network called Internet2 [2| contains
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more than 100K lines of configurations. Thus, even if there is a small mistake in
some router’s configuration, and repairing it requires changes in a small fragment
only, the problems of error localization and identifying a correct repair become
very challenging.

To address these challenges, there have been some related research efforts [24,
26, 23]. They have proposed systematic frameworks to localize and repair errors.
However, they have some limitations: they either take a monolithic approach
over the entire network, which does not scale well on large networks, or they
place restrictions on network features that they support. For example, CPR [23]
represents the control plane in a graph-based abstract representation [25] that
does not model local preferences in BGP, and CEL [24] targets only ACL errors.

In a different but related direction, there have been recent developments
in modular verification [6,36,45] that provide a potentially useful platform for
error localization and network repair in a scalable fashion. In modular verifiers,
the network is decomposed into modules, such as individual routers (or some
subsets of routers), each of which is annotated by users with specifications (e.g.,
invariants) and module-level correctness properties. Then, verification conditions
(VCs) are generated per module and its interacting neighbor(s), based on user-
specified annotations. The verifier, typically a Satisfiability Modulo Theories
(SMT) solver [18], checks the validity of each verification condition independently
(and possibly in parallel). Importantly, any errors reported by the verifier are
thereby localized to a module and its interacting neighbor(s). Thus, their repair
involves the configurations of these localized modules only. Furthermore, since
the VCs are already localized and independent, they can be utilized to modularly
verify the correctness of repair. To check whether the error is correctly fixed, only
the affected VCs are re-checked — VCs in other locations that are unaffected
and have already passed the check do not need to be re-run.

In this paper, we propose an algorithm to automatically repair network con-
figurations on top of CB-VER, an existing SMT-based modular verifier [45].
It solves a specific problem: given a (localized) error reported by the verifier,
find syntactic mutations of the configuration that eliminate the error and re-
validate the VCs required by CB-VER. Although we use CB-VER in this paper,
our approach of configuration repair applies to a general SMT-based modular
verifier with localized VCs. Examples of other such modular verifiers include
Timepiece [6] and Lightyear [36]. However, these tools do not currently support
any automated repair procedures.

Even with a localized error, the search space of possible mutations in repair
is very large, which is challenging. To address this, we represent a large set of
potential candidates as a symbolic repair template, where each assignment of the
symbolic variables corresponds to a concrete candidate in the search space. This
enables use of SMT solvers to search for correct candidates, within an iterative
counterexample-guided approach for synthesis of the repair. Moreover, thanks to
optimizing SMT solvers [15], this algorithm can also minimize the cost of repair,
under a user-provided cost model.
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We have implemented a prototype CB-REPAIR and our experiments show
that it can find correct repair actions within 2 seconds for Internet2, a network
of 10 routers with more than 100K lines of configuration in total, but where about
100 lines are involved in each error repair. For a synthetic fattree network injected
with a small number (1-3) of different types of errors, CB-REPAIR successfully
corrects all errors within 2 iterations by using a symbolic template with ~170
symbolic variables. Our experiments on scalability of CB-REPAIR show that it
can easily handle a greater number of (injected) faults (when the configuration
size does not change), largely due to our symbolic template, with the repair time
growing slowly. It can similarly scale well with growing size of a configuration
for a practical policy of interest.

Scope and Limitations. Our approach depends on the modular verifier to gen-
erate VCs per-module and report the location of the failed errors. The verifier
may itself require user-provided annotations and properties for generating the
VCs — this holds for all existing modular verifiers [6, 36, 45]). Our approach does
not restrict how VCs are generated, as long as they are sound and can be solved
by an optimizing SMT solver [15].

Particularly with respect to CB-VER, CB-REPAIR can be viewed as a com-
panion repair engine. It inherits its assumption of user-provided interfaces and
properties and modular VC generation. Unlike CB-VER which can synthesize a
CB-graph, CB-REPAIR assumes that a connected CB-graph is available (either
via CB-VER or user-provided).

CB-REPAIR has the new capability for automatic localized repair of an er-
roneous network configuration that results in a failed VC in CB-VER. The new
technical contributions (on top of CB-VER) include the symbolic template for
repair candidates, the use of an optimizing SMT solver, and the counterexample-
guided search loop for synthesis of a repair. We also note that other modular
verifiers [6, 36] do not support automated repair.

Our approach is guaranteed to not produce any incorrect repair that vio-
lates a user-specified property. However, the repair found by our approach may
not suffice to prove correctness when the annotations and/or properties are not
accurate enough; a correct repair may not exist when the annotations are too
strong or too weak. In these cases, the user may also need to refine the anno-
tations and/or the properties. A current limitation is that our approach does
not consider refinement of user-provided annotations — this is a topic for future
work.

Artifact availability. An artifact including our tool and our evaluations is pub-
lished at https://doi.org/10.5281 /zenodo.22691256 [44]. It includes scripts to
reproduce all experiments we have made in this paper.

Al disclosure. Al was used to proofread the paper, correct grammatical errors,
and improve formatting. Al was also used in developing the artifact.
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2 Background and Overview

In this section, we give a brief overview of our configuration repair approach,
including relevant background on network control plane verification and CB-
VER, along with a motivating example.

2.1 Background: control plane verification and CB-VER

The network control plane. In a network control plane, routers maintain states
(routes to a destination), and exchange messages with their neighbors to an-
nounce their routes according to the configured protocols and policies. These
message exchanges lead to state updates, where routers select the best routes
available to them from their neighboring routers, until (hopefully) all routers
converge to some stable state. The converged states in the network control plane
determine how the routers deliver network packets in the data plane.

In terms of a formal model of the network control plane: We use S to denote
the set of routes and M to denote the set of messages. They are represented as
records of routing fields that depend on the routing protocol (e.g., BGP, OSPF,
RIP). For simplicity, we assume that M comprises the same routing fields as
S. The messages a router can send are based on the route it currently selects
and the export policy it is configured with. We write export, , : S — M to
denote the export policy of router u exporting routes to its neighbor v, and
mapping a route to a message. Similarly, when a router v receives a message,
it applies an émport policy import, , : M — S on the message received from
u. Upon receiving a message, a router updates its state using a merge operator
merge : S x S — S that selects the preferred route between two routes. The
composition of an export policy and an import policy is called the transfer
function transfer, ,(s) = import,, ,(export, ,(s)), which is associated with the
transfer of a message from u to v.

SMT encoding of control plane model. Modeling routing protocols using SMT
theories is a well-understood process; the reader can refer to Minesweeper [10]
or CB-VER [45] for a more detailed explanation.

For exposition purposes, we focus mainly on a model of the Border Gateway
Protocol (BGP) [29] — other protocols can be modeled using a general stable
routing path (SRP) model, similar to prior work [10,11]. A BGP route s € S is
encoded as a quadruple: (prefix, Ip, path, comm), where prefix is a 32-bit vector
(assuming IPv4) indicating the destination prefix, lp is an integer indicating
local preference, path is an ordered sequence of AS numbers for each router
this message has traversed (called AS-path in BGP), and comm is a finite set
of community tags. We use prefix(s) to denote the prefix field of a route s.
Moreover, we use a special value co € S to represent "no route", a placeholder
when no route has been chosen by the router [45]; co is the least preferred route.

In BGP, the merge function encodes the preference order between two routes,
checking whether one of the routes is oo first, then the local preference (higher
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is preferred), and if it is the same, then the length of the AS-path (shorter path
is preferred). This can be encoded in SMT theories as:

merge(sy, $2) = ite(s1 = 00, 89, ite(sa = 00, s1,ite(lp(s1) > Ip(s2), $1,--+)))

where ite(p, a,b) represents an if-then-else expression that evaluates to a when
p is true and to b otherwise.

The export/import policy and transfer functions are modeled based on the
configuration language (supported by a vendor) and its semantics. For example,
in Cisco’s configuration language, a statement set community 100:2 sets the
comm field to a singleton set {100:2}. This can be modeled as a function f :
S — S as

f(s) = (prefix(s), Ip(s), path(s), {100:2}).
In real configurations, an export/import policy is a combination of such state-
ments; we will present a core language for these configurations in §3.1.

SMT-based verification of network control planes. In SMT-based verification of
control planes [10, 6, 36, 45], a user can express correctness properties as SMT for-
mulas over the SMT-based network model. Examples of such properties include
reachability to certain/all destinations of interest, fault tolerance, isolation, etc.
In a monolithic approach, the verifier encodes the entire network model and the
specified property (its negation) as an SMT formula, and uses an SMT solver
to find a bug or a proof. Due to a single large formula for the entire network,
monolithic verification often does not scale to large sized networks; moreover, if
verification fails, it is very challenging to localize the error to a small fragment
in the network.

In a modular verifier [6,36,45], the overall verification task is decomposed
into multiple subtasks over smaller fragments in a network, e.g., a router or a
link between two routers. Typically, a modular verifier requires a user to pro-
vide annotations (e.g., invariants) — Lightyear [36] requires invariants and path
constraints, Timepiece [6] requires temporal invariants (with an explicit rep-
resentation over all time instants), and CB-VER [45] requires invariants and
abstract convergence sets (denoted Z, Q respectively). Given the user-provided
annotations and correctness properties, a verifier generates a set ¢ of verification
conditions (VCs)

d=01 NP2 N--- AN dn,

where each ¢; depends on only a small fragment of the network. If any ¢; is not
valid, then verification fails, and the verifier reports the error. It usually provides
feedback to the user about which ¢; fails (providing localization of the error) and
why ¢; is not valid (via a counterexample generated by the SMT solver).

Modular verification and error reporting in CB-VER. CB-VER [45] requires a
user to provide an invariant annotation I and an abstract convergence annotation
Q for each router in the network, along with a node-local correctness property Y.
It automatically generates VCs for routers and links in the network, and checks
their validity independently and in parallel. The complete set of VCs is shown in
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VC Set VC Formula
V Crmit (v) init(v) € Z(v)
VSu, Sv. Su € Z(u) A sy € Z(v)
= 50 @ fruw)(su) € Z(v)
VCprop(v) Vsy. v € Q(v) = sy € Y(v)
init(v) € Q(v)
VCeBroor(v) A <vSu,sv. su € T(u) A sy € Q(v))

VCrav((u,v))

= Sy D f(u,'u)(su) € Q(U)

u€eV,(u,v)EE

Vsu, Sv. Su € Q(u) A sy € Z(v)
VCcredge ((u,;v)) S 0 @ S (5) € Q)

Fig.1: CB-VER: Verification Condition (VC) Formulas.

Figure 1. Here, V Cryit, VCprop and the first conjunct of VCcproot are checked
per node (v € V of the network graph G = (V, E)), while VCruy, VCcBedge
and the second conjunct of VCeproot are checked per edge ((u,v) € E). To
understand our repair algorithm, it is not necessary to understand the exact
formulations of these VCs. Briefly, V Cryit, V Cryy together check the correctness
of the user-provided Z, V Cp;op, checks that the abstract convergence annotation
Q implies YV, and VCcBroot, VCcBedge together identify a maximal CB-graph,
which provides a structure for well-founded inductive reasoning about Q. CB-
VER reports an error if any one of VCrit, VCiny, VCprop is not valid, or if
it cannot find a connected CB-graph with the nodes and links identified by
VCaBroot and VCcpedge, respectively (readers may refer to the related paper [45]
for more details). It has been shown that the CB-VER verification algorithm is
sound with respect to a general asynchronous network semantics [45].

In this paper, we focus on the violations of VCr, and VCcpedge in CB-
VER, which are the most common types of VC violations in practical networks.
Importantly, each of these violations is localized to a specific link (u,v) in the
network, with a potentially erroneous transfer function f(, .) : S — S due to an
erroneous configuration in node u, or v, or both. We aim to automatically repair
such erroneous configurations. We also note that reparing the local transfer
function f, ,) of one link does not affect VCs in other links. Thus, there is no
need to re-check the other VCs. Furthermore, because the repair of the transfer
function of one link has no effect on other links, our repair is guaranteed not to
introduce new errors.

2.2 DMotivating example with an erroneous configuration

We consider a small network example! shown in Fig. 2a. The network consists
of 3 routers, R1, R2, and R3, connected with 2 external neighbors, E1 and E2.
Suppose the intended property is that any route originating from E1 should not

! This example is inspired by a motivating example in Lightyear [36].
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ip prefix-list some_list permit 10.0.0.0/8

D20
- route-map IMPORT_R3 permit 10

R3 \ | match ip address prefix-list some_list

set community 100:3
R2

(a) Example network. (b) Config. of R2 for importing routes from R3.

Fig. 2: Example network and its erroneous configuration.

be sent to E2 (a blocking property); to ensure this, the network operator uses
a community 100:1 that is added to a route, when imported from E1, and any
route with this community tag will be dropped when exported to E2. Moreover,
the community 100:1 should not be dropped within R1, R2, and R3.

To verify this property using CB-VER, a user would provide the invariants
for each router; the invariant for R1, R2, and R3 is the same: any route from E1
is tagged with community 100:1. The verifier will generate VCs based on these
invariants and the property. For instance, the following VC checks that the link
R3 — R2 does not drop the community tag 100:1:

Vs,s'. s # 0o A 100:1 € comm(s) A 5" = import gs po(export gz ro(s))

= s’ # 00 A 100:1 € comm(s') M)
(here s = oo indicates that the route s is dropped).

If every VC check passes, the soundness of CB-VER ensures that the in-
variants hold at each router. However, suppose the operator made a mistake in
configuring the import policy import g5 go, as shown in the snippet in Fig. 2b.
Here the mistake is in the statement that says set community 100:3, instead
of set community 100:3 additive. In Cisco’s configuration format, additive
adds a community to the existing communities, while a plain set community
would nullify all existing communities before setting the new one. This means
that when a route from El is tagged by 100:1, this community would be dropped
when R2 imports a route from R3, thereby leading to a VC wviolation.

Our repair algorithm is based on a simplified representation of the original
configuration in a core language, as shown for the given configuration in Fig. 3a.
It first matches whether the route has destination prefix 10.0.0.0/8. If the route
is matched, this import policy will set its community to 100:3; otherwise, it will
leave the route unchanged and accept it as-is. (The core language specification
is described in §3.1.)

The goal of configuration repair is to change the original configuration to a
correct one. For this example, the goal is to find a correct import'zs g, such that
the VC shown in (1) is valid, with import g3 gy replaced by importis go.

CB-REPAIR considers different syntactic mutations of the given configura-
tion, where each mutation provides a candidate for repair. For example, the
mutation in Fig. 3b replaces SetComm with AddComm; Fig. 3c replaces the
literal in MatchPrefix with some other one, while Fig. 3d replaces the final
action from permit to deny. Note that among these candidates, only Fig. 3b
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MatchPrefix(10.0.0.0/8); MatchPrefix(10.0.0.0/8);
SetComm(100:3); AddComm(100:3);
permit; permit;
(a) Simplified representation of Fig. 2b. (b) Candidate 1
MatchPrefix( MatchPrefix((some literal));
if activate; then prefix, SetComm(100:3);
else 10.0.0.0/8); permit;
if activates then
AddComm(100:3); (c) Candidate 2

else SetComm(100:3);

. . MatchPrefix(10.0.0.0/8);
if activates then

SetComm(100:3);

deny;
Y deny;

else permit;

d) Candidate 3
(e) Symbolic template (d) Candidate

Fig. 3: Simplified representation, repair candidates, and symbolic template.

is a correct mutation, since Fig. 3c would still drop the community 100:1, while
Fig. 3d would drop the entire route.

A naive way for performing repair would be to try the candidates in Fig. 3b,
3c, and 3d one by one, and verify whether the new VC is valid. However, this can
be inefficient if there are multiple possible changes in various lines, and there are
multiple combinations of such cases to consider. Therefore, we propose using a
symbolic template in CB-REPAIR. It combines all candidate changes together and
introduces symbolic parameters, where instantiations of these parameters corre-
spond to different changes and their combinations. For our example, the symbolic
template is shown in Fig. 3e. It contains four parameters: activate;, activates,
activates and prefix,. When activate; = activates = False and activates = True,
the template is instantiated as in Fig. 3b.

We denote the vector of four parameters in Fig. 3e as m. The problem of
configuration repair is now formulated as finding an instantiation of 7, such that
the VC with 7, shown below, is valid.

Im. Vs,s'. s # 00 A100:1 € comm(s) A s" = import'zg o (export gz go(s), )
= s # 00 A 100:1 € comm(s’)

However, a new challenge emerges due to difficulties in SMT solvers for han-
dling above formulas of the form Jm. Vs,s’. -, which contain a quantifier al-
ternation. To address this challenge, CB-REPAIR uses a counterexample-guided
approach, where Vs, s’ is replaced by considering a finite set of counterexamples
(s1,81), , (Sn,s,). Once a candidate is found that makes the VC valid on the
finite set of counterexamples, then CB-REPAIR performs an additional step of
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checking whether the candidate also works for the VC with Vs, s’. If it does, then
the iterative loop terminates with a correct repair, otherwise we add to our set of
counterexamples and try again. Our experiments show that in practice a correct
repair can be found in a few iterations via a small number of counterexamples.

Finally, we note that this approach also admits minimization of the cost of
repair, by using a cost model and an optimizing SMT solver [15]. We assume
that the cost of a candidate is a linear combination of the costs of each change,
and express it as a cost function over the symbolic parameters in the template,
to be minimized when searching for a candidate repair (details in §4).

3 Route Maps and Symbolic Repair Templates

Real world network configurations are usually described in some domain specific
language (DSL), such as Cisco’s configuration format [16], Juniper’s configura-
tion format [30], etc. In this paper, we consider a core language of route maps
suitable as a proof-of-concept for automated repair. It is formal, targets the BGP
protocol, and provides a useful subset of both Cisco and Juniper configuration
formats [16,30]. We start by describing this core language, and how it is ex-
tended to design a symbolic repair template. We also present a procedure to
automatically generate a symbolic template by traversing the syntax tree and
considering different kinds of mutations.

3.1 Language of route maps

The syntax of our language is shown (as unboxed text) in Fig. 4. The topmost
construct is a route map, which consists of a list of clauses; each clause consists of
several matchers and modifiers, and an action (permit/deny). The matchers and
modifiers operate on the BGP attributes of routes, including BGP communities,
IP prefixes, or local preferences.

A route map rm can be interpreted as a function apply(rm) : S — S with
the following semantics: The input route s is checked against each successive
clause for a match (with all matchers). When a match is found, the route map
applies the clause’s modifiers and action. For example, a route map with a single
permit action does not modify the routes, so the transfer function for this route
map is the identity function f(s) = s. A route map with a single deny action will
drop any route, which corresponds to the transfer function that maps any route
to oo (a special route used as “no route”). The full semantics of our language of
route maps can be found in Appendix A.

3.2 Symbolic repair templates

As described in §2, a VC violation involves an edge (u,v) with export route map
e and import route map 4 that together violate the validity condition. The goal
of repair is to find two correct route maps e* and i* to replace e and 4, such that
the repaired transfer function f(*u)v) satisfies all the generated VCs. Rather than
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rm € RouteMap := (cl;)*

cl € Clause := (mt; )" (md;)*a || if b then cl
mt € Matcher := MatchPrefix(l*) | MatchComm(!™) |

md € Modifier := AddComm(l") | SetComm(!") | RemoveComm(l™)
| SetLP () |[if b then md||[if b then md else md |

a € Action := deny | permit | ’ if b then permit else deny ‘

| ‘ if b then deny else permit ‘

I € Literal := PrefixLiteral | CommunityLiteral | LPLiteral

|‘z\ifbthenzelsel‘

‘b € BoolSym, z € LiteralSym‘

Fig. 4: The language of route maps (unboxed) and repair templates (boxed and
blue); * denotes a list.

directly explore all possible e* and i* for repair (which would be expensive and
not scalable), we limit the search space to some mutations of e, i, considering
the following types of misconfiguration errors likely to happen in the real world:

1. typos in literals, including community tag, IP prefix lists, or local preferences;
2. using the wrong expressions, e.g., permit instead of deny, or SetComm
instead of AddComm; and

3. missing matchers, modifiers and clauses in a route map.

In our evaluations (§5.2), we consider varying numbers and types of errors from
the above list.

For finding a repair that addresses the above errors, with flexibility for fixing
other errors, we use a template route map, denoted R. Templates are route maps
that are parameterized with symbolic variables. By instantiating R’s symbolic
variables with exact values, we can obtain a concrete route map .2

The syntax of template route maps (boxed and blue, Fig. 4) extends the
syntax of route maps. First, templates may contain symbolic boolean variables
b and symbolic literal variables z (matching the appropriate type). Second, tem-
plates may wrap clauses, matchers, and modifiers in an if b then conditional
statement, for conditionally inserting (when b is true) or deleting (when b is
false) these elements in a template. Finally, templates can change the modifier
and action with a symbolic condition.

Symbolic Template Generation. We use an automated procedure that takes as
input an incorrect route map r and returns a template route map R as output.
The procedure traverses the syntax tree of r, and performs the following changes:

2 We use lowercase r, e, i for route maps and uppercase R, E, I for templates.
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— modifies all existing constructs (clauses, matchers and modifiers) by replac-
ing them with conditionally-activated ones (examples shown in Fig. 3e);

— conditionally inserts new conditional constructs, up to some user-specified
bounds; and

— conditionally remowves existing constructs.

Each new conditional construct introduces fresh boolean and literal symbolic
variables; the number of variables and the range of literal values determine the
complexity of the search space for repair. In practice, we expect the user to
specify a small set of choices for the literals (extracted from the configurations).
The numbers and sizes of conditionally inserted new constructs can be optionally
controlled by the user; the default values in our tool are shown in Table 1. More
constructs are added with higher values, which allows a larger search space for
repair candidates, but may potentially worsen performance.

Generation Option Default Value

# new clauses to add 2
# matchers/modifiers in new clauses 2 of each type
# new matchers/modifiers to add 2 of each type

Table 1: Default values of user-settable options in template generation.

Benefits of symbolic templates.

— By allowing modification, deletion, or insertion of every construct in r, a
template route map provides a rich space of corrective repairs (within some
user-defined bounds) without needing to guess the kind of errors, the exact
number of errors, or which combinations of repair actions to try.

— Symbolic variables enable use of an SMT solver, and instantiating the tem-
plate with the solution yields a corrected route map.

— Repair cost can be minimized using a cost function ¢ over symbolic variables,
with different costs associated with different repair actions. For example, we
can replace a matcher m with if b then m, using cost function ¢(b) =
ite(b,0,1). This assigns cost 0 for an unmodified candidate and cost 1 for
removing m (we expect lower cost for a smaller repair). We write ¢(R) for
the cost value of a template route map R.

4 Repair Algorithm with Symbolic Templates

The template generation procedure (§3) takes the configuration e, i as input and
returns the templates E, I. We use 7 to represent the list of symbolic variables
(and write E[r], I[r] to indicate that F and I include variables in ). Following
the semantics of route maps, we interpret the templates F and I together as a
symbolic transfer function parameterized by :

export(m, s) = apply(E[n])(s)
import(m, s) = apply(I[n])(s)
Fy)(m, 5) = import(m, export (7, s))



12 D. Zhang et al.

Recall that in Fig. 1, the VCs VChyny, VCcBedge (and part of VCcpyoot) have
the form

VSu, 5v~P(5ua Sv, f(u,v) (Su))

which depends on the transfer function f(, .)(s) = import,, , (export,, ,(s)) (and
where we have replaced the concrete formulas with some predicate P). If such a
VC fails, the counterexample generated by the SMT solver includes an assign-
ment of s, and s, such that the formula is false.

The goal of the repair algorithm is to find an assignment of 7 such that the
VCis valid when f, ,(s) in the VC is replaced by the symbolic transfer function
Fly ) (m,5). (Note that the VC used for repair includes all verification conditions
that involve the local configuration, i.e., it is a conjunction of V Cryy, VCcBedge
and part of VCcproot-)

The repair problem can now be formulated as solving:

InVsy, Su.-P(Su, v, F (T, 84)),

where 7 is existentially quantified, and we write F{, (7, s) more simply as
F(r,s). Note that this formula involves a quantifier alternation (similar to syn-
thesis in general). However, quantifier alternation is often difficult for SMT
solvers [22]. Therefore, to avoid this quantifier alternation, we use an iterative
counterexample guided approach, in the style of counterexample guided abstrac-
tion refinement (CEGAR) [17] and synthesis (CEGIS) [8].

In the loop for counterexample guided repair, we start from the counterex-
ample cexg = (Sy0, Svo) generated by CB-VER. In each iteration, we use an SMT
solver to find a candidate 7m* such that /\:L:0 P(sui, Svi, F(7*, 84;)) is true, where
each cex; = (Sus, Svi) is collected from previous iterations (starting from cexy).
If we cannot find such a 7*, then we report failure; otherwise we check whether
7 is a correct candidate by checking the validity of Vs, $y.P(8y, Su, F (7%, 84)).
If it is valid, we report a correct repair as F, I instantiated with 7*; otherwise,
we get a new counterexample cex,,; and repeat the loop.

Furthermore, we can minimize the cost of repair by using an optimizing SMT
solver [15] in the search for 7. Here, the cost function c is also parameterized
by 7, and expressed in terms of costs of E and I: ¢(7) = cg(n) + ¢ (7). Now, in
each step of the iteration, we search for a w that also minimizes the cost:

n
min, ¢(m). s.t. /\ P(Suiy Svi, F(m, 8ui)).

i=0
Our algorithm is shown as pseudo-code in Algorithm 1. The main iterative
loop (lines 2-15) tries to find a fix with a finite set of concrete counterexam-
ples CEX, and the user can specify a maximum number of iterations k to try
(default &k = 100). In each iteration, we first replace the Vs,,s, in VC with
counterexamples in CEX, obtaining a repair condition RC(sy, Sy, F(7, sy)) for
each counterexample (s,,s,) € CEX. Then we use an optimizing SMT solver
(line 4) to find a fix (i.e., a satisfying solution of 7 with minimum cost ¢) that
repairs all the counterexamples. If there is no such fix, we declare failure (line 6).
Otherwise, we check whether the fix might work in general for all other values of
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Input : Network N and annotations (Z, Q), failing edge (u,v), initial
counterexample cexo, repair templates F, I with transfer function
F(m,s) and cost function c(r),
maximum number of iterations k
Output : Success with route maps e*,i*, or Fail
1 CEX + {cexo};
2 for i<+ 1to k do

3 ¢ < /\(s“,sv)GCEX RC(su, s, (7, su));
4 (res1,7*) <= OPT(o,c);

5 if res; = unsat then

6 ‘ return Fail;

7 else

8 @' < VC(su,su, F(T*,54));
9 (resz, cex) + SAT(=¢');
10 if reso = sat then

11 | CEX + CEX U{cex};
12 else

13 e* < instantiate(E, 7");
14 1" <+ instantiate(I, 7");
15 return Success(e*,");

16 return Fail;
Algorithm 1: Repair Algorithm.

s, and s, via a standard VC check (line 8). If the VC is valid, we have found a
correct and minimal repair e*,7* (lines 13-15). Otherwise, we get another coun-
terexample that we add into the set CEX (line 11) and generate a stronger
repair condition RC' in the next iteration. The repair algorithm is guaranteed
to find the correct solutions e*,i* if they exist and the generation options and &
are large enough. Note also that the finite range of values of m (due to symbolic
literals having a finite set of choices) guarantees termination of Algorithm 1.

Our repair algorithm can be viewed as an instance of Syntax-Guided Synthe-
sis (SyGuS) [7], where the grammar is defined by our symbolic template, and a
counterexample-guided search is similar to CEGIS |[8]. Similar to many SyGuS
solvers, we too use an SMT solver to find a satisfying instance. However, the
widely used SyGusS solver CVC5 [9] does not directly support optimization un-
der user-defined repair costs, so we developed our own synthesis procedure for
repair.

5 Implementation and Evaluation

We have implemented CB-REPAIR as an extension of the CB-VER tool [45].
We use Batfish [21] to parse network configurations in Cisco’s and Juniper’s
format and convert them into our core language (Fig. 4) as an intermediate
representation (IR), and then perform verification using CB-VER (along with
user-provided annotations). When verification fails at some edge (u,v), CB-
REPAIR uses the corresponding IR of the import and export policy of that edge
to generate repair templates and to perform repair. The user can control the
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search space of template generation (Table 1) and the maximum number of
iterations as command line options.

Evaluation Goals. We would like to answer the following questions: 1. Is CB-
REPAIR able to repair different kinds of configuration errors, including errors in
a real-world network? 2. What is the performance of repair?

5.1 Benchmarks and setup

We experimented with two sets of benchmarks: (1) synthetic fattree networks
(parameterized by size), and (2) Internet2, a real wide-area network with over
100,000 lines of Juniper configurations. (These benchmarks are the same as
in [45]; readers can check more details there.)

Synthetic fattrees. These benchmarks consider the following two properties®:

— ValleyFree: selected route between nodes (all pairs) must not be a valley
(up-down-up);

— Hijack: certain routes from an external "hijacker" node must be blocked from
the internal network. We also evaluate Hijack conjoined with a reachability
property, where routes to a certain whitelist prefix must not be blocked.

Internet2. The Internet2 benchmark tests CB-REPAIR on a real-world wide-
area network [2]. We consider a BlockToExternal property (first presented in
Bagpipe [39]) to check that internal routes are not advertised to Internet2’s
peers. We use a version of configurations [39] that have been reported to have
violations of this property at some locations. (Some features used by Internet2,
e.g., IPv6, next-hop self are not modeled, which do not affect our evaluation.)
All experiments were run on a Linux server with 16 Intel(R) Xeon(R) CPUs
and 252GB memory. The verification procedure utilizes all 16 cores in the mod-
ular setting to verify the VCs independently. The repair procedure runs on a
single thread sequentially and does not utilize the multi-core parallelization.

5.2 Evaluation results for repair

Options in template generation and repair costs. In our evaluations, we allowed 2
insertions for each of clause/matcher /modifier. In addition, we specified a small
set of 2-4 literals (extracted from the configurations or manually specified) for
choices of a symbolic literal. For costs of repair, we assigned a cost of 1 for
modifying literals, 3 for toggling action, and 5 for insertion and deletion of a
modifier/match/clause. (The total cost of inserting a clause is the sum of the
clause insertion cost and the cost of inserted modifiers/matchers in it.)

3 We did not evaluate repair for Reachability and PathLength properties in [45]
because their policies are too simple to be injected with different fault types.
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Fault injection in fattree networks. To mimic misconfiguration errors in real
networks, we experimented with mutations in the synthetic fattree benchmarks.
We considered the following four types of mutations:

ToggleAction: toggles permit/deny actions.

— ChangeLiteral: changes literals to a random value.

Deletions: removes matchers, modifiers, or clauses.

— Insertions: adds randomly-generated matchers, modifiers, or clauses.

CB-REPAIR’s repair algorithm (Algorithm 1) repairs specific edges reported
by the modular verifier CB-VER. For our experiments, we randomly pick an
edge in a 20-node network* and inject faults only on that edge. For a given edge,
we inject faults: (1) of different types, (2) varying in number, and (3) on random
locations in the configurations. Since faults on random locations may not lead
to an error, we report results only for faults that result in errors. We report the
average values over 20 runs for each fault (after filtering out the no-error cases).

Baseline and comparison. Existing network-configuration repair systems include
Marham [26] and CPR [23] (discussed in more detail later, §6), but they solve
very different repair problems. Marham targets SDN forwarding behavior en-
coded as Horn clauses, while CPR performs whole-network repair over an ab-
stract control-plane representation. Neither tool accepts localized configuration
errors or verifiable modular interfaces, as required in our setting. Applying ei-
ther system would require substantial effort in developing new encodings and
extensions, rather than a direct execution on our benchmarks. We therefore do
not use these systems as evaluation baselines.

Evaluation Results on fattree networks. We evaluated repair for ValleyFree and
Hijack properties. The results are shown in Table 2. Here, we injected 1-3 faults of
various types and in combination (Injected Faults), on a single edge in a 20-node
fattree network. The second column shows the verification time (in milliseconds,
ms) taken by CB-VER to find a VC violation and report a buggy edge, after
which we use CB-REPAIR to perform repair. The number of symbolic parameters
in the template route map is ~170, which provides a fairly large search space.
Note that our template route map is unaware of the type or number of injected
faults, and all mutations are repaired successfully in less than a second (Repair
time, in milliseconds, ms), demonstrating the effectiveness of our template route
map. Furthermore, our counterexample-guided approach in Algorithm 1 finds a
solution successfully within 2 iterations (#Repair Iterations) on average, while
avoiding quantifiers. In all case where an error is injected, a repair is found,
and therefore the success rate is 100%. The last column lists the most frequent
repair solution found by our procedure over 20 runs, which matches the expected
corrective action based on the fault(s) injected.

We performed additional experiments to evaluate the scalability of repair on
a parameterized benchmark for the Hijack property. In Hijack, routes from the

4 For larger networks with 2000 nodes, only the verification time by CB-VER would
grow, the repair time per buggy edge would not change much due to localized repair.
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CB-VER Verif. #Symbolics Repair #Repair = Repair Action

I j t d F lt * * ok
njected Tatls Time (ms) in Template Time (ms) Iterations (most frequent)

ValleyFree

ChangeLiteral X 1 661.7 186.5 166.9 1.00 ChangeLiteral x 1
ToggleAction X 1 683.2 166.5 167.6 1.00 ToggleAction x 1
ToggleAction X 1, .
ChangeLiteral x 1 676.3 165.2 188.5 1.20 ToggleAction X 1
Remove x 1 669.7 151.6 163.1 1.00 Add x 1

Add x 1 666.8 175.9 173.2 1.15 Remove X 1
Remove x 1,Add x 1 668.5 161.4 166.7 1.00 Add x 1
ToggleAction X 1,

Remove x 1, Add x 1 665.5 165.1 161.2 1.00 Add x 1
Hijack

ChangeLiteral x 1 337.4 199.7 130.0 1.50 ChangeLiteral x 2°
ToggleAction x 1 336.9 171.2 90.5 1.00 ToggleAction X 1
ToggleAction X 1, .
ChangeLiteral x 1 338.9 200.2 134.8 1.55 ToggleAction X 1
Remove X 1 339.7 144.2 94.2 1.10 Add x 1

Add x 1 344.4 171.8 83.7 1.00 Remove x 1
Remove X 1,Add x 1 333.4 151.0 93.8 1.05 Add x 1
ToggleAction x 1, - 439 153.1 89.2 1.00 Add x 1

Remove X 1,Add x 1

* Reports wall clock time for verifying all VCs for 20 nodes in parallel.
“* All repairs succeed after the iterations; the repair success rate is 100%.
" We count remove and add literal as two ChangeLiteral actions.

Table 2: Repair for different types/numbers of faults (averaged on 20 runs).

external network with an internal destination prefix are dropped. We replaced
this blocked prefix with a prefix list of variable length, and injected a variable
number of ChangeLiteral faults in the list. The results are shown in Fig. 5
with two graphs. In each graph, we report the repair time (in seconds, shown on
the left y-axis) and the number of iterations (shown on the right y-axis). The
left graph shows how these statistics change for a fixed configuration with an
increasing number of faults, and the right graph shows how these change for a
fixed number of faults with an increasing number of configuration lines.?

In the left graph, the number of iterations grows from 5 to 9, where CB-
REPAIR fixes the faulty literals in 4-8 faults. For 12-36 faults, CB-REPAIR prefers
to remove the whole prefix matcher and inserts a new one, where it learns to allow
one prefix and block 40 prefixes via counterexamples in 41 iterations, regardless

5 Configuration lines are estimated based on their core language representations, §3.1.

*
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of the number of faults. The repair time is almost proportional to the number
of iterations, and all repairs complete in less than 50 seconds.

In the right graph, the number of iterations is a constant (5) for all config-
uration sizes, because the optimal repair is to fix the 4 injected faulty literals,
which requires only 5 iterations for any configuration size. The repair time grows
slowly due to the larger SMT formula to be solved, but is still quite small (less
than 5 seconds). We note that while this shows the ability of CB-REPAIR to
scale well for a large configuration with a small number of faults, the specific
performance may vary for different policies and other configurations.

60 T T 60 4 T T 10
40 |- 40 3r 13
Repair time (s) 2 .| 6
20| 20 (left y-axis) ) 78#828943@% 4
0 ‘ ‘ ‘ 0 #Iterations 0 ‘ ‘ n [2)
0 10 20 30 40 (right y-oxis) 0 50 100

#Faults (Config. Size=46) Config. Size (#Faults=4)
Fig. 5: Results for Evaluating Scalability of Repair.

Evaluation on Internet?2. As a real-world case study, we evaluated CB-REPAIR
on repair of the 3 violations reported by others for the BlockToExternal property.
In our first attempt, CB-REPAIR picks a safe but impractical fix where no routes
are exported to neighbors, which satisfies the BlockToExternal safety property.
To find a more useful repair, we conjoin the BlockToExternal property with a
reachability property that routes originated from internal nodes without the
BTE community tag are advertised to neighbors. CB-VER takes 37.7 seconds
to verify this, and CB-REPAIR takes 1.3 seconds to successfully repair all 3
violations with 100% success rate (by adding a new clause that blocks routes
with the BTE community).

6 Related Work

Control plane verification. There are many prior efforts in network control plane
verification [39, 10,5, 36,25, 4,31,43,11,12,32,38,45|. Our work is mostly re-
lated to approaches that are SMT-based and modular, including Timepiece [6],
Lightyear [36] and CB-VER [45].

Error localization. CEL [24] is a tool for localizing configuration errors through
MCS (Minimal Correction Set), but it targets only ACL errors. Scalpel [41] is
a tool to localize root causes of errors through sequential program analysis, on
top of an existing simulation tool [21].

Network Configuration synthesis and repair. Configuration synthesis tools [13,
14,19, 20, 35,37, 3,34, 33| are able to synthesize configuration for a whole net-
work, given the properties specified by a user. However, these tools focus on
network-wide properties and do not leverage verifiable modular interfaces. Marham [26],
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CPR [23], ACR [28] and S?Sim [42] are tools to repair network configurations.
Marham focuses on software defined networks and utilizes Horn clauses for re-
pair, with a lattice-based search algorithm to ensure minimality of repair. CPR
is based on ARC [25], a graph-based abstract representation of network control
plane and ensures minimality of repairs through MaxSMT. ACR [28] considers
a syntax driven generate-and-validate method, which makes localization-aware
syntactic changes to network configurations and validates the effect of the repair
using an external incremental verifier. S2Sim [42] is a more recent work on both
diagnosing and repairing configuration errors. It derives local contracts of routers
from the intended data plane and instantiates repair templates based on con-
tracts violation. Snowcap [34] is a tool to find a safe ordering of reconfigurations,
given the initial and final configurations.

7 Conclusions

In this paper, we present CB-REPAIR, a tool to automatically repair the network
configurations when violations are found by the CB-VER verifier. We use a
symbolic template to enable candidate search for repairs via an optimizing SMT
solver, and an iterative counterexample-guided approach in the repair algorithm
to avoid solving formulas with quantifier alternation. Our evaluations show that
this algorithm can automatically find different kinds of repair using a small
number of iterations; it is also able to repair real-world Internet2 configurations
in a few seconds, thanks to our modular and symbolic approach.
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Automatic Repair of Network Configurations 23
A Semantics of Core Language

We present the semantics of our core language of route maps here. Recall the
syntax of our language (without templates):

r € RouteMap := (cl; )*
cl € Clause := (mt;)*(md;)*a
mt € Matcher := MatchPrefix(l*) | MatchComm(*)
md € Modifier :== AddComm({*) | SetComm((*)
| RemoveComm(!*) | SetLP(])
I € Literal := PrefixLiteral | CommunityLiteral
| LPLiteral
The semantics of a matcher mt is a function match(mt) : S — {true, false}

(S is the set of routes), mapping a route s to either true (if matched) or false
(if not matched). The function match is defined as:

match(MatchPrefix(L))(s)
(:)s;éoo/\\/preﬁx(s):l
leL
match(MatchComm(L))(s)
@s#oo/\\/lécomm(s)
leL
Here, L is a set of literals (corresponding to the list [* in the syntax), oo € S
is a special route for "no route" (and therefore cannot be matched), prefix(s) is
the prefix of a route s € S, and comm(s) is the set of communities of a route
s € S. Moreover, we interpret MatchPrefix as an exact match between prefixes
(we require prefix(s) = [ in our semantics). We plan to support more patterns
of match in the future.

The semantics of a modifier md is a function modify(md) : S — S, mapping
a route s to a new route that is modified. The function modify is defined as:

modify(AddComm(L))(s)

= WithComm(s, comm(s) U L)
modify(SetComm(L))(s)

= WithComm(s, L)
modify(RemoveComm(L))(s)

= WithComm(s, comm(s) — L)
modify (SetLP(l))(s) = WithLP(s,1)

Here,
WithComm(s, L) = (prefix(s),Ip(s), path(s), L)
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and
WithLP(s, 1) = (prefix(s), {, path(s), comm(s))

are functions that update the communities or local preference of s with new
value L or [.

The semantics of a clause ¢l is a binary function apply(cl) : § X S — S; the
first argument of apply(cl) is the input route to be matched or modified by this
clause; the second argument is the continuation, the route that is applied by the
remaining clauses coming after the current clause. The interpretation of apply
is:

apply(mt1; -« smtn;mdy; - smdp;a)(s1, s2)
modify (md,,)(- - - modify(md;)(s1)) a = permit A \]_; match(mt;)(s1)
=400 a =deny A \!_, match(mt;)(s1)
52 = A, match(mt;)(s1)

If s; is not matched by this clause, the continuation ss is returned. If s; is
matched but the action is to deny, an invalid route (dropped route) oo is re-
turned. If sy is matched and the action is to permit, the modified route is
returned.

The semantics of a route map r is a transfer function transfer(r) : S — S,
interpreted as follows:

transfer(cly; - -+ 5 cly,)(s)
= apply(cl1) (s, apply(cl2) (s, - - - apply(cln ) (s, 0)))-

Note that if no clause is matched for input route s, the default action of a
route map is to deny it.



